
Samsul Farid, S., et al. (Eds.): ICoLIS 2023, Putrajaya: DLIS, FASS-UML, 2023 
 

 

185 

Trust Bridging Data Governance and 

Open Science Adoption in Higher 

Education Institution  
 

Muhamad Faizal Zulkifli1, Norizah Mustamil1*, Zarina Zakaria1 and Adida Md Amin2 

1Faculty of Business & Economics, Universiti Malaya, Kuala Lumpur, MALAYSIA 
2Law Library, Universiti Malaya, Kuala Lumpur, MALAYSIA 

e-mail: norizahmm@um.edu.my 
 

ABSTRACT 
In the current advancement of technology and digitalization era, vast amounts of data has been 
produced every second, which not only advances scientific research but also plays an important role in 
facilitating socio-technical development and sustainable development agenda. The usage of open 
science has positive images and perceptions among students and scientists, which open science 
publications are more favorable than non-open science publications. Adoption of open science has been 
proposed as a strategy for universities in developing countries to land in higher rankings and provides 
opportunities for the public to voluntarily participate voluntarily in the research process. However, not 
all data is suitable to be shared publicly due to privacy, ownership, trust, and incentive, these concerns 
need to be solved in enticing higher adoption of open science. Adopting open data or open science is 
still a challenge especially in gaining trust, which is the prerequisite of open science. To address this 
shortcoming, in this perspective, we conceptualize the data governance components to gain trust in 
adopting open data among academicians in the context of higher education institutions. Drawing from 
data governance taxonomy, this paper posits that a) data quality, b) data security, c) data architecture, 
d) metadata, e) data lifecycle, f) data storage, and g) data pricing has significant influence towards 
trust and open science adoption. This paper also argues that trust mediates the relationships of a) data 
quality, b) data security, c) data architecture, d) metadata, e) data lifecycle, f) data storage, and g) data 
pricing on open science adoption. Such understanding of data governance and trust in adopting open 
science would enable a more effective strategy for a better adoption rate of open science in higher 
education institutions.  
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INTRODUCTION 
 
In the current world that has advanced technology in knowledge discoveries has resulted in 
tonnes of data to be generated every seconds, with the abundance of data and knowledge 
has helped us not just in shaping the world but also saving humankind such as during 
COVID19, where the open science has helped all scientist around the world to communicate 
and sharing data in finding the solutions to pandemic like COVID19 (Viseur, 2021). Open 
science is not just advancing scientific research but also plays an important role in facilitating 
socio-technical development and sustainable development agenda (Samuel & Lucivero, 
2020). In the context of higher education institutions, the usage of open science is growing 
but still limited, nevertheless the perception of open science among higher education users 
is positive especially among the students and researchers, which open science publications 
are more favorable than non-open science publications (Schneider et al., 2022).  
 
To understand the landscape of open science in higher education institutions is very 
important as higher education institutions are one of the organizations that are active in 
research. So, having more higher education institutions to participate in open gives higher 
data richness to the open science databases. The adoption of open science in higher 
education is getting the attention of scholars (Ivančević & Luković, 2018). In addition, the 
usage of open science has been identified as one of the key components and strategies in 
landing the university ranking to the higher rankings (Kurniasih et al., 2018). Open science 
provides opportunities and platforms for the public and researchers to voluntarily participate 
in the research process, which would benefit humankind (Abd. Rahman, 2019).  
 
However, not all data is suitable to be shared publicly due to its nature including the privacy, 
ownership, trust, and incentive (Li et al., 2022). Adopting open data or open science is still a 
challenge especially in gaining trust of the users, which trust is one of the main prerequisite 
of open science to be adopted by researchers and change the research landscape (Clark, 
2021). Hence, these concerns need to be understood and solved to have higher participation 
from higher education institution users in open science. The understanding of data 
governance in open science from the higher education institutions perspective is crucial to 
gain trust among researchers to adopt open science (Demchenko & Stoy, 2021).  
 
To address this shortcoming, the main objective of this paper is to understand how data 
governance develops trust among higher education institution users to adopt open science. 
In order to understand the main objective, drawing from data governance taxonomy 
(Abraham et al., 2023), this paper posits that a) data quality, b) data security, c) data 
architecture, d) metadata, e) data lifecycle, f) data storage, and g) data pricing has significant 
influence towards trust and open science adoption. This paper also argues that trust mediates 
the relationships of a) data quality, b) data security, c) data architecture, d) metadata, e) data 
lifecycle, f) data storage, and g) data pricing on open science adoption. The understanding of 
data governance and trust in adopting open science would enable a more effective strategy 
for a better adoption rate of open science in higher education institutions.  
 
  



Samsul Farid, S., et al. (Eds.): ICoLIS 2023, Putrajaya: DLIS, FASS-UML, 2023 
 

 

187 

LITERATURE REVIEW 
 
Open Science 
Over the past decades, the advancement of technology and the digital world has evolved the 
world of science towards transparency, reproducibility, and openness, which has resulted in 
a movement known as ‘Open Science’ (Armeni et al., 2021). The challenges of reliability and 
accountability of scientific works have gaining attention of scholars especially on the 
transparency of the research, in light of these issues, researchers and scholars are driven to 
increase the reliability and transparency in various aspects of the work beginning from the 
initial research until the finish products (Bezjak et al., 2018; Munafò et al., 2017; Nosek et al., 
2015; Nosek et al., 2018; Stall et al., 2019).  
 
The concern over accessibility and transparency of scientific research also gaining attention 
from journals, funders, and policy makers where they urge and having expectation to scholars 
to increase the accessibility and transparency of their search, finding, and also products (Aczel 
et al., 2020; Burgelman et al., 2019; Morey et al., 2016). So, by adopting openness in research, 
scholars would work in a less error environment (Hales et al., 2019), and have higher visibility 
to peers in the same research area and also to scientist from other discipline, which also 
resulted in higher citation rates (Colavizza et al., 2020). In addition, participating in open 
science practices would promote and facilitate the sharing and reuse of data, materials, and 
code in the scientific community (Allen & Mehler, 2019), which would increase scholars’ 
outputs and literacy, besides it also increase the trust in the scholarly process (Tennant et al., 
2016). 
 
By promoting and adopting open science, it is not only giving tangible benefits to individual 
researchers, but also benefits the scientific community and the society at large (Armeni et al., 
2021). But, in many open science occasions, most of the time it often attracts innovators and 
early adopters only, which creates so called  ‘open science bubbles’. (Armeni et al., 2021). 
While, it is good to have the early adopters of open science in doing their research workflows, 
but a critical number of adoptions are needed especially among mass scientist and scholars 
so that open science can move from open science advocacy to actual behavior, but this still 
remains challenging especially when open science is not widely and normatively accepted by 
the scientific communities yet (Armeni et al., 2021) 
 
As part of transitioning towards open science, it has promoting the need for the research 
environment to adapt to new societal and technological advancement over the past years 
(Burgelman et al., 2019), such as the usage of web-based technologies and social media 
networks as regular tools for data collection, sharing, analysis, and collaboration (Voytek, 
2017). So, the abundance of available data and its availability to open science has raised the 
concerns among scholars on how the data has been managed. 
 
Data governance 
Data governance refers to a framework that gives structure and formalization in terms of data 
management (Morabito, 2015). In order to have a good data governance, organizations need 
to specify what must be governed such as the scope of the data (Abraham et al., 2019), who 
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are responsible in governing the data, such as the roles and governance bodies (Otto, 2011), 
and what are the decisions must be made in data-related areas such as the data governance 
decision domains (Abraham et al., 2019; Lee et al., 2019). This study draws the last 
component. Based on Abraham et al. (2023), we describe the seven data governance decision 
domains: (a) data quality; (b) data security; (c) data architecture; (d) metadata; (e) data 
lifecycle; (f) data storage and infrastructure, and (g) data pricing towards trust in adopting 
open science among higher education institution users. 
 
i) Data quality  
Data quality is defined as the ability of data to fulfill the usage requirement in a specific 
context (Khatri & Brown, 2010). Data quality is evaluated based on quality dimensions of 
completeness, credibility, accuracy, timeliness, and consistency of data (Khatri & Brown, 
2010). In the scientific literature, preventive and reactive measures are two proposed 
measures in managing data quality (Otto et al., 2012). In the context of open science, 
preventive measures would inhibit data providers from onboarding data products with 
insufficient quality. For example, data providers take additional steps in testing the quality for 
the data through automated test scripts before putting the data available for consumption 
(Smith et al., 2016). While, the main aim of reactive measures is to support the identification 
and reporting of data quality issues after the data has been made available for consumption. 
The example includes rating systems that allow consumers to rate and provide feedback on 
the data  (Zuiderwijk et al., 2014) or data providers (Ramachandran et al., 2018). The data 
quality has been backed up by trust in adoption of data in the Internet of Thins (IoT) setting 
(Byabazaire et al., 2020).  
 
Hence, in the context of open science in higher education settings, we posit that a high 
standard of data quality will gain the trust of higher education institution users in adopting 
open science. By having preventive and reactive measures in place for open science, it creates 
higher data quality, which helps in gaining trust among the users of higher education 
institutions to adopt open science as part of their research behavior. 
 
Proposition 1: Data quality helps in gaining trust of higher education institution users in 
adopting open science 
 
ii) Data security  

Data security is defined as the preservation of security measurements including the 
accessibility, authenticity, availability, confidentiality, integrity, privacy, and reliability of data 
(Carretero et al., 2017). So in the context of data consumption publicly, the concerns of 
requirement are including the control of when, to whom, and to what extent data is being 
made available for consumption (Tzianos et al., 2019) and how and where the data being used 
(Otto & Jarke, 2019). Data security is always associated with trust in adopting any technology 
(Sun et al., 2013) 

In order to establish data confidentiality, data providers use encryption techniques (Tzianos 
et al., 2019). In order to protect data sensitivity during usage, data providers are adopting 
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methods that fully restrict raw data access and only allow certain part of the data to be 
accessed, such as the identity data has been hidden using anonymization techniques (Ha et 
al., 2019). Homomorphic encryption is also being used in enabling mathematical operation 
on encrypted data (Roman & Stefano, 2016). Data usage terms have been adopted in 
controlling and protecting data ownership, where these terms will describe the appropriate 
data usage (Otto & Jarke, 2019; Tzianos et al., 2019). In addition, data terms and contracts 
help in negotiating and assuring the authorizations, obligations, and prohibitions on data 
covered by the contract (Allen et al., 2014). This would enable data providers to have a 
remedy against data consumers in case of contract infringements (Truong et al., 2012).  

So, in the context of open science and higher education institutions, we posit that data 
security helps in gaining trust among higher education institution users to adopt open science 
in their work environment. This includes the specification of confidential data storage, data 
access control, confidential data usage, and data usage control. We argue that by having high 
control of these 4 aspects of data security, it leads to higher trust among higher education 
institutions to adopt open science in their research. 

 
Proposition 2: High data security will gain trust of higher education institution users in 
adopting open science 
 
iii) Data architecture  

Data architecture is defined as a set of data specifications, which is used as guidelines for data 
requirements and data integration (Abraham et al., 2023), that consist of comprehensive data 
models on a conceptual, logical, and physical level (Watson et al., 2004). Data architecture is 
important in introducing transparent data for consumption (Luciano et al., 2017). 

In the context of the data marketplace, data standards are often referred to as being 
important to supporting interoperability and data exchange between data providers and data 
consumers (Lis & Otto, 2020). In the data marketplace, data format ranging from standardized 
through proprietary to hybrid, where data marketplaces define standardized vocabularies 
and formats, which all participants in the marketplace must follow (Otto & Jarke, 2019), while 
proprietary approach allows data providers to offer their data products using their own 
proprietary data formats (Özyilmaz et al., 2018). But, the most convenient approach for both 
parties, which is data providers and consumers is a hybrid approach, where data providers 
can supply data in proprietary format, which later will be automatically normalized by the 
data platform using standardized data model (Nagorny et al., 2018).  

So in the context of open science in higher education institutions, we argue that 
comprehensive data architecture through the right data format such as standardized data 
format, proprietary data format, or hybrid data format is able to promote data transparency 
that helps to build trust among higher education institution users in adopting open science. 
Proposition 3: Comprehensive data architecture develops trust of higher education 
institution users in adopting open science 
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iv) Metadata  

Metadata is defined as data about data (Abraham et al., 2023), where metadata is giving 
meaning and context to data by providing a structured description of the content, quality, 
and other characteristics of data (Khatri & Brown, 2010). In the data marketplaces context, 
rich information of metadata is crucial in supporting data consumers especially when finding 
data of interest (Tzianos et al., 2019), identifying the usefulness of the data (Ramachandran 
et al., 2018), and precisely interpreting and processing data (Zuiderwijk et al., 2014).  

There are two approaches regarding the metadata vocabulary in the scientific literature, 
which are specific metadata vocabulary and standardized metadata vocabularies (Abraham 
et al., 2023). Specific metadata data vocabulary is used by data providers to describe and 
publish metadata, while data consumers use it to look up and retrieve metadata (Otto & 
Jarke, 2019). A few examples of standardized metadata vocabularies are CERIF and DCAT 
(Zuiderwijk et al., 2014). The well-established metadata standard would result in data 
authenticity.  

So, in the context of open science of higher educational institutions, established metadata 
vocabulary (standardized vocabulary or marketplace-specific vocabulary) would enable data 
providers and users to search relevant and authentic data. The identification of the right and 
established data architecture helps researchers in searching for the right data which leads to 
gaining their trust in adopting open science. 

Proposition 4: Established metadata vocabulary gains trust of higher education institution 
users in adopting open science 

v) Data lifecycle  

The data lifecycle is defined as the whole lifecycle of data starting from collecting, creating, 
using, maintaining, archiving, and until deleting the data (Khatri & Brown, 2010). For example, 
in the context of data marketplace, the main life cycles of the data phases are data 
onboarding, data discovery, data purchase, and data usage (Abraham et al., 2023). Where, 
during the data onboarding, the data providers would capture, create, and store the data, 
which later is made available for consumers’ consumptions (Otto & Jarke, 2019). During the 
data discovery phase, the consumers will search the right data based on their goals and 
consumptions (Ramachandran et al., 2018). In the data purchase phase, consumers would 
pay in the exchange of the data, and the data providers will give access to the users to access 
the purchased data (Tzianos et al., 2019). In the final stage, which is data usage stage, the 
consumers will use the data in achieving their aims or goals such as by enriching and 
aggregating it (Otto & Jarke, 2019).  

In the context of open science at higher education institutions, we posit that the 
understanding of a suitable data cycle develops trust to the higher education institution users 
to adopt open science. It is important to understand which data lifecycle is more appealing 
to researchers at higher education institutions (data trade focus vs data usage focus). The 
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understanding of the right data lifecycle helps in gaining trust among researchers, which leads 
to higher adoption of open science at higher education institutions. 

Proposition 5: Suitable data lifecycle promotes trust of higher education institution users 
in adopting open science 
 
vi) Data storage and infrastructure  

Data storage and infrastructure is information technology (IT) artifacts that are responsible 
for effective data management (Tallon et al., 2013). How data must be stored is always a 
question in data management (Abraham et al., 2023). There are three main approaches in 
data storage which are the centralized, decentralized, and hybrid storage approaches 
(Spiekermann, 2019).  

In centralized approach, data are provided by data provider via a central location such as 
cloud storage service, while in decentralized approach, data will be stored at data provider 
facilities, and the hybrid data storage approach is the combination of both the centralized and 
decentralized approaches (Abraham et al., 2023). The location and storage of data highly 
influence trust of the users (Dixit et al., 2021).  

So, in the context of open science in higher education institutions, we posit that a secured 
data storage and infrastructure develop trust among the higher education institution users to 
adopt open science. The understanding of data storage and infrastructure from higher 
education institutions helps to gain their trust in adopting open science. 

Proposition 6: Secured data storage and infrastructure develops trust of higher education 
institution users in adopting open science 

vii) Data pricing  

When the exchange of data involves various parties, the question that arises is how to price 
data relevantly (Abraham et al., 2023). In the data marketplace, there are main pricing models 
that have been used, which are pay-per-use and subscription-based pricing models based on 
their business models. Through a pay-per-use model, the data marketplace would charge 
consumers based on the data consumption (Spiekermann, 2019; Truong et al., 2012). While 
via subscription based pricing strategy, consumers will be granted access to data for a certain 
period of time. Other than these two pricing models, data can be provided free of charge  
whenever allowed by a data provider, which is normally done by public authorities and non-
profit organizations  (Spiekermann, 2019). There is also hybrid pricing strategy being used by 
data providers, where basic data is supplied free of charge but providers are charging 
premium prices for detailed data  (Thomas & Leiponen, 2016). In addition, data pricing would 
enable the right price for data (Truong et al., 2012). In the data marketplace, other than fixed 
prices, they also adopting more dynamic pricing such as bidding (Parra-Arnau, 2018), 
progressive pricing (Spiekermann, 2019), the “pay what you want” approach (Zuiderwijk et 
al., 2014), and packaged pricing (Spiekermann, 2019).   



Samsul Farid, S., et al. (Eds.): ICoLIS 2023, Putrajaya: DLIS, FASS-UML, 2023 
 

 

192 

So, in the context of open science in higher education institutions, we posit that reasonable 
and sustainable data pricing will give trust among higher education institutions to be the data 
provider and data user of open science. It is important to understand which data pricing 
strategy is more suitable for higher education institution strategy, as the right pricing strategy 
helps in developing trust in adopting open science. 

Proposition 7: Suitable and sustainable pricing develops trust among higher education 
institution users in adopting open science 
 
DISCUSSION 
 
Higher education institutions are one of the parties that are actively involved in vast amounts 
of research that generates tonnes of data, which the data can be used and transformed to 
various outputs that can be beneficial to various parties such as researchers, scholars, 
businesses, policy makers and others. The movement of the scientific community towards 
transparent science such as open science is a noble movement in advancing the state of 
knowledge. But, the question of how this data is being governed is always a concern not just 
to the data users, but also the data providers.  
 
Hence, this paper posits that data governance as the main factor to gain trust of higher 
education institution users in adopting open science. There are seven main components that 
would influence trust of higher education institution users to adopt open science, which are : 
(a) data quality; (b) data security; (c) data architecture; (d) metadata; (e) data lifecycle; (f) 
data storage and infrastructure, and (g) data pricing. Establishing good data governance in 
the context of open science will give more confidence among researchers and users in higher 
education institutions to adopt open science as part of their research cycle. 

This paper also provides theoretical advancement for trust literature, which is by examining 
the data governance taxonomy towards open science via trust, it gives understanding on how 
data governance develops trust among higher education institution users to adopt open 
science. Gaining trust is one of the most challenging in adoption behavior, so the 
understanding of data governance influence will provide the fundamental understanding to 
the researchers. 

CONCLUSION 
 
The provided propositions help researchers to understand how data governance dimensions 
(a) data quality; (b) data security; (c) data architecture; (d) metadata; (e) data lifecycle; (f) 
data storage and infrastructure, and (g) data pricing influence trust among higher education 
institution users to adopt open science in their research cycle. The identification of how each 
dimension of data governance influences trust in adopting open science among higher 
education institutions will give insight to the data owners and data providers to facilitate the 
needs of higher education institution users in adopting open science. We conclude that high 
data governance practice by data owners and providers will gain trust among higher 
education institution users to adopt open science in their research. 
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